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I. Overview

Vulnerability and patch management is a security practice designed to proactively prevent the exploitation of IT vulnerabilities that exist within an organization. Proactively addressing vulnerabilities of UMB owned systems and devices through the application of security patches/fixes reduces or eliminates the possibility of system and data exploitation. The expected result of effective patch and vulnerability management is strong IT security and the prevention of system and data exploitation that leads to severe negative consequences for the organization and institution. 

II. Purpose

To establish a policy for removing security vulnerabilities from UMB systems by ensuring applicable and required security patches are applied in a timely manner.

III. Scope

This policy applies to all UMB owned systems and devices. 

IV. Policy STATEMENT

A regular, ongoing process should be implemented and followed for applying patches to UMB owned systems and devices. Critical and high vulnerability patches and/or hotfixes that are reported by system vendors and/or from other trusted sources, e.g., the US-CERT (United States Computer Emergency Readiness Team), MITRE’s CVE (Common Vulnerabilities and Exposures), must be applied within 30 days of release unless there is a compelling reason why the patch cannot be applied in that timeframe. The UMB Security and Compliance team must be contacted if a patch cannot be applied within 30 days of release. The Security and Compliance team will review, assess, and document the situation and determine if a temporary exception can be approved. Medium vulnerabilities need to be patched as soon as possible.  
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